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THANK YOU

On behalf of Protiviti Canada, we want to thank the Alberta Chapter of ACFE for a great conference and for allowing us to speak to you all on 
Tuesday March 7th.  We sincerely hope  the time spent in our session was educational and interesting,  More importantly we hope the
information presented provided you with information that will be helpful in your day-to-day activities fighting fraud.  

As we discussed, fraud across all industries is becoming more sophisticated, complex and costly.  The ethically challenged and criminally
minded people of the world are evolving and are taking advantage of the geopolitical uncertainty, economic downturn, increased regulatory 
changes and resource deficits organizations are facing.

To be effective in the global fight against fraud we have to be both collaborative and diligent in the way we help our industries and 
organizations defend themselves against fraud.

ACFE as the worlds largest fraud fighting organization is leading the way through educational conferences and serving as repository of 
trends, challenges and best practices. 

We are humbled and grateful to be part of this organization.  We stand ready willing and able to help organizations with whatever your fraud 
fighting needs are.

Please feel free to reach out to any of us here at Protiviti with questions or needs.

Sincerely
Dennis Toomey
Director | Risk & Compliance Analytics
+1 603-494-2736
Dennis.Toomey@Protiviti.com
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FRAUD OVERVIEW

• Fraud occurs when a person or business intentionally deceives another with promises of goods, services,
or financial benefits that do not exist, were never intended to be provided, or were misrepresented. Typically,
victims give money but never receive what they paid for.

• Fraud is a crime and is also a civil law violation. Many fraud cases involve complicated financial transactions
conducted by 'white collar criminals' such as business professionals with specialized knowledge and criminal
intent.

• While the exact wording of fraud laws varies, the main elements usually are:

• a purposeful misrepresentation of an important ("material") fact;

• with knowledge that it is false;

• to a victim who justifiably relies on the misrepresentation; and

• who suffers actual loss as a result.

Source: BNM, DOJ, NY Criminal Defense, Victim Connect, FindLaw
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IN SUMMARY THE ELEMENTS OF FRAUD INCLUDE:
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A false statement containing material fact

Knowledge that the statement is untrue

The false statement’s intent is to deceive the intended victim

The intended victim justifiably relies on the statement

The ending result is financial injuries to the intended victim
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WHY SHOULD WE CARE?
Financial Crimes are carried out by individuals or organizations to gain economic benefits through illegal methods. They have
become a very important issue and in recent years have caused significant harm to global economies and society. Income from 
financial crimes makes up a large proportion of global GDP. With the development of technology, criminals continue to develop new 
crime tactics and schemes.

Types of Financial Crime

Money 
Laundering

Terrorist 
Financing

Fraud
Electronic 

Crime
Bribery &
Corruption

Tax 
Evasion

Embezzlement
Market Abuse & 
Insider Dealing

Information 
Security

2022 Market Landscape

Sources: Sanction Scanner, ComplyAdvantage, McAfee, Compliance Week, PR Newswire 

Increase in Compliance Cost
• Global financial services companies paid $274.1 billion in compliance costs. 
• Financial institutions are being exposed to increasing levels of financial crime 

including those involving digital payment, cryptocurrency, third parties, and 
trafficking of proceeds.  

• Globally, costs have increased $60.2 billion over from 2020 to 2021.

Increase in Exposure to Financial Crime
• The total cost of financial crime compliance for U.S. financial firms in 2022 is $45.9 billion 

total in 2022 ($29.4 billion for large and midsize firms), up from $40.7 billion in 2021. 
• This still did not mitigate exposure to money laundering and the risk of unknowingly 

facilitating organized crime like trafficking, kidnapping and terrorism.

Increase in AML Penalties
• Financial institutions faced $9.23 billion in global fines and penalties across various 

regulations in 2021.
• AML penalties handed out in 2020 were approximately $10.4 billion.

Increase in Fraud Losses
• US reported $124 million in fraud losses.
• UK reported 5-10% fraud linked to furlough schemes and > $2.1 

billion (£1.5 billion) lost to benefit fraud.
• Hong Kong reported $0.2 billion (HK$1.52 billion) of losses linked 

to fraud. 

Increase in Cybercrime Losses
• Global losses from cybercrime totaled >$1 trillion, more than 50% 

increase from 2018.
• IP theft and financial crime accounted for at least 75% of cyber 

losses
• The cryptocurrency market floundered in 2022, as risk appetite 

diminished and various crypto firms collapsed. However, illicit use of 
cryptocurrencies hit a record $20.1 billion in 2022 as transactions

• involving companies targeted by U.S. sanctions increased more than 
100,000 fold and made up 44% of illicit activities
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FINANCIAL CRIME OUTLOOK

Protiviti’s Financial Crime Outlook for 2023-2024 focuses on key areas within the regulatory environment, global uncertainty, cost pressures, and technology-
driven financial crime. In general, lagging financial institutions typically adopt reactive measures to these rapidly evolving issues that do not position them to
be forward-looking problem solvers while their competitors continue to innovate.

Geopolitics. The destabilizing effects of the 2022 Russian 

Invasion of Ukraine the rise of China and political unrest, will continue to 
change how criminal networks operate and how countries use Fraud/AML/CFT 
tools to retaliate.

Regulations. The Financial Action Task Force (FATF) warned of numerous Covid-19-
related risks including fraud, cybercrime and money-laundering. In addition, FinCEN
proposed a modification to reduce the suspicious transaction threshold from $3,000 to
$250, including cryptocurrency, leading to over 3.3 million hours of additional
compliance work.

Cybercrime. Firms will face many challenges as fraud, cyber and money
laundering continue to converge as criminals exploit grand-scale digital adoption
through computer and mobile-enabled crime.

Efficiencies. Financial Crime compliance teams will continue to face internal pressure to
refine their operations and become leaner while facing ever-evolving problems requiring a
diverse set of resources to resolve.

2023 - 2024 Outlook

Global Uncertainty Regulatory Environment

Technology-Driven Financial Crime Cost Pressures

5
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KEY TRENDS 2023 AND 2024
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Economic Uncertainty

Geopolitical Unrest

Account Takeover (ATO)

Convergence of Cyber and Fraud

Transnational Organized Crime
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KEY TRENDS 2023 AND 2024
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Insider Threat

Business identity theft

Fraudster Sophistication
(SIF)

Regulatory Pressures Increase

SMB lending fraud



FRAUD MANAGEMENT -CHALLENGES, 
TRENDS & ANALYTICS
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THE HOUSE OF FRAUD
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Continuous Improvement
Governance

Technology & Automation KPI’s & Measurement

Detection 
&

Discovery
Prevention

Investigation
&

Response

Skills and Training

Organization

Fraud Policy & Common Language

Enablers

Core Processes

Foundations

Technology

People

Process
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Data
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FRAUD MANAGEMENT: INDUSTRY CHALLENGES TRENDS

Analytics 

Technology

Data is aplenty, but how to make sense of it all?

• The 3Vs: Volume, Variety, Velocity – filtering the signal vs. the noise to detect fraud
• Exponential growth: Structured (e.g. market data) and Unstructured Data (e.g. voice, SM)
• Identifying key data assets and linking all data sources to obtain holistic view of behavior 
• Ensuring data is of quality, complete, timely, accurate, relatable, centralized, retrievable

Lots of analytics at disposal, but what truly ‘works’ best? 

• Plethora to choose from: e.g. advanced filtering tools, anomaly detection, network analytics, machine learning, artificial
intelligence, etc. – “intellectual appeal vs. true lift”

• Daily life: abundant false positives, saturated alerts, ineffective approaches
• Despite rapid analytical innovation and technology advancement – extensive requirements for computational resources and

human intervention
• How to complete the ‘last mile’ in analytics – from insights to outcomes and better risk decision-making – the power of

Viz/Digital story telling

In search of the ‘Silver Bullet’

• Investment can be sizable: e.g. Big Data technologies can handle massive amounts of unstructured/structured data and
enable analysis at scale – have to ‘pay to play’

• Integrating 3rd party offerings with existing in-house technology landscape and IT topography
• Business Intelligence and visualization dashboards aplenty – but is usage optimized?
• Maximize results/technology ratio
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Governance / 
Process

Regulatory / 
Oversight 

People / 
Talent
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Firm-wide awareness or ‘too many chefs in the kitchen’?

• Various functions within the same organization can have joint governance and cross-ownership of Fraud (e.g. Compliance, Legal, Risk, IT, Audit,
etc.)

• Coordination across activities and different owners/organizational silos
• Creating stronger culture fostering ethical/self-correcting and policing behaviors
• Push vs. Pull - adopting more investigative techniques requires incorporating new review methods

Ever-increasing regulatory requirements, but pushing the envelope on ‘what’s possible’

• Multiple regulators (e.g. SEC, FTC, NAIC, FINRA, FCA, OFAC, etc.)*
• Reg landscape ever-evolving, making staying ‘ahead of the game’ difficult
• New regulations require proactivity (record keeping, retaining, supervision, etc.)
• Stringent data protection and privacy laws, different by jurisdiction

A new breed of talent is needed

• Implementing complex fraud analytics mechanisms has implications on staffing and resources
• Developing and enacting effective solutions requires skillsets that are often lacking (e.g. data scientists, statisticians, coders, BI experts)
• Ambidextrous knowledge of regulations & policies, financial markets/products, advanced analytics, etc.
• Continuous training, skill development/progression - in lockstep with advancements and trends

* Securities & Exchange Commission, Federal Trade Commission, National Association of Insurance Commissioner, Financial Industry Regulatory Authority, Financial Conduct Authority, Office of Foreign Asset Control

FRAUD MANAGEMENT: INDUSTRY CHALLENGES TRENDS 
(CONT’D)
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THE EVOLUTION OF FRAUD “BACK IN THE DAY”
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50 to 100 open investigations, Paper files and investigation notes, Excel spreadsheets, Word documents, templates etc.
War rooms for the complex, organized fraud investigation again with stacks of files and records to be sorted , manual link analysis to show
relationships, timelines and events.
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…TODAY
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Alert 
Raised

Holistically 
understanding the 
complete exposure 

of fraud risk

ATO Activity

Opportunistic Fraud

Supplier Fraud

Automated Alert Generation based on data, giving triage
capability and auto assigning, Network Analytics, Machine
Learning, Artificial Intelligence, Robotic Process
Automation
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DATA AND ANALYTICS JOURNEY
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Raw
Data

Cleaned
Data

Existing Risk 
Analytics/

Assessments

Reporting

Statistical 
Analysis

Forecasting

Predictive Modeling

Why did it happen?

What should I do to get the 
best result?

A
dd

ed
 V

al
ue

 t
o 

th
e 

B
us

in
es

s

Analytics Maturity

Optimization

How can we make it happen?

Hindsight - Descriptive Insight - Predictive Foresight - Prescriptive

Governance & Implementation

1. Data Quality Results
2. Relevant Data Repository
3.Transformed Dataset for 
analytics
4.Gaps/ Enhancements in 
analytics program

1. POC Approaches
2. Model Documentation
3.Implementation Roadmap

1. Analytics Program
Enhancements/Implementation
(Models/ Dashboards)
2. User Guide
3. Reporting Template

What happened?

What will happen?
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ANALYTICS: FRAUD PREVENTION & DETECTION 
(ILLUSTRATIVE)

Suitable for 
associative link 

patterns

Suitable for complex
patternsSuitable for known patterns

Suitable for unknown
patterns

Different analytic methodologies are required to detect and prevent various fraud typologies

Enterprise Data 
(illustrative)

Client 
Info

Finance

Account
Data

…

Fraud
Alerts

Case
Data

Expert Rules Anomaly Detection

Individual and aggregated 
abnormal patterns vs. peers

Predictive Models

Predictive assessment 
against known fraud cases

SNA

Knowledge discovery 
through link analysis

External Data

• 3rd Party (e.g. Bureaus) 
• Social Media
• Demographic

Techniques

Regression Analysis / Clustering / Cognitive Computing / ML / Neural Networks

Suitable for 
unstructured

data

Text Mining

Uncovering patterns 
and sentiment in text 
data

Example:

• Suspicious emails linked to 
fraudulent transactions

Example:

• Recent change of address 
followed by a service request

Example:

• Unusual activity as compared 
to prior behavior, or peer 
group

Example:

• Transaction & behavior patterns 
predicting a certain fraud 
typology

Example:

• Linked staff & customers with 
like suspicious behaviors

Hybrid Approach

Proactively applies combination of all approaches, entity, and network levels

Watch 
lists

Rules to filter fraudulent 
behaviours

16
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ARTIFICIAL INTELLIGENCE (AI) – THE BROAD DISCIPLINE OF 
CREATING INTELLIGENT MACHINES

17

‘Machine Learning and Robotics - both sub-disciplines of Artificial Intelligence. Machine Learning identifies patterns in data to help understand and make 
decisions, while Robotics automates business processes to enhance efficiency and quality’.

Data Analytics
Qualitative and quantitative techniques and 
processes used to enhance productivity and 
business gain.

Applications include:

• Information extraction

• Fraud and Risk detection 

• Monitoring information

• Business orientated analytical information 

• Volume analysis

• Predictive information 

Natural Language Processing
Natural language processing (NLP) is the ability 
of a computer program to understand written or 
spoken language

Applications include:

• Information Extraction

• Information Clarification

• Question Answering

• Speech Recognition 

• Sentiment Analysis

• Event Extraction 

Big Data: Data captured, managed and/or processed through traditional and non-traditional data management components and techniques. Deep Learning (DL) Systems that learn from 
experience on large data sets

Machine Learning answers
questions, like:

• What will my risks be?

• Is there evidence of fraud in this 
transaction?

• What is the relationship between our 
customers?

• What does the text in this image say?

Robotics delivers actions, like:

• Prepare a Suspicious Activity Report

• Remediate Data Quality Issues

• Reconcile data between Risk and 
Finance Systems of Record

• Process invoices according to business 
rules
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OPTIMIZE SOLUTIONS WITH TODAY'S TECHNOLOGIES
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While most insurers have some fraud program in place, it is often basic relying on Excel or basic homegrown analytics solutions and human 
brain power. To support a holistic fraud effort, companies must incur a high cost of technology acquisition and integration. 

• Design a hybrid approach of human expertise and computer-assisted 
modeling that is today’s essentiality to prevent and detect fraud.

• Today’s technologies need to include technical capabilities such as big 
data, Machine Learning (ML) and Artificial Intelligence (AI), and 
predictive analytics.

• Moving away from batch processing to real-time fraud identification at 
the point of data entry.

• Evaluate the analytical tools used today throughout the company by 
developing a scoring matrix to measure their ability to support enterprise 
fraud needs.

Future anti-fraud technology investing intentions*

Automated Red Flags/Business Rules 41%

Predictive Modeling 54%

Link/Social Network Analysis 39%

AI/ML 28%

Text Mining 26%

Geographic Data Mining 26%

Case Management 26%

Reporting/Data Visualization 26%
*Analysis derived from State of Insurance Fraud 2021

Source(s): Gartner - Top Practices in Fraud Prevention and Management for Digital Insurance for 2021, State of Insurance Fraud 2021 Survey 
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THE FRAUD CONTINUUM
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Business Rules/Predictive Models

Anomaly Detection

AI/ML Advanced Analytics

Social Network Analysis

Database Searching

Fusion Center

Opportunistic Deliberate Organized Fraud
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INTERNAL AND EXTERNAL COLLABORATION
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Collaboration is key to fighting fraud both at a global and a regional level however,
collaboration is not easy

Having a holistic view of the financial crime industry data is the
next evolution to fighting fraud.

Variety of operational models to suit our regional needs
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WHAT IS A FUSION CENTER?
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Compliance with all Organizational, Statutory and Regulatory data sharing requirements is 
critical

A Fusion Center is “a collaborative effort of two or more internal departments, industries or organizations that
provide resources, expertise, and information/intelligence to the Center with the goal of maximizing their ability to
prevent, detect, investigate, and respond to suspicious, fraudulent or criminal activity.”

Fusion Centers have the ability to fuse and analyze information from multiple sources, jurisdictions, and disciplines
into a regional or a local picture and identify events that may otherwise appear unrelated

The data is fused together in an encrypted or masked format that preserves the need to and authority to know
protocols in compliance with Statutory, Regulatory and internal mandates

Find the business units that have a stake in threat mitigation and that can contribute to 
the greater good of the enterprise and bring them to the table.
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CYBER/FRAUD FUSION CENTER (CFFC)

23

A cyber/fraud fusion center is an advanced version of a SOC model that embodies detection, response, threat hunting, threat intelligence sharing, 
and data sciences. This entity is built to unify disparate teams within an organization such as SecOps, IT operations, physical security, product 
development, Internal and external fraud, and others to boost overall threat intelligence, accelerate incident response,  and reduce organizational 
costs and risks. 

Key Areas to Address When Establishing a Fusion Center
Common Goals – A typical Security team consists of different units focusing on Threat Intel, Incident Response, Vulnerability Management, etc. These teams
operate distinct sets of tools and have access to different sources of information. Such an arrangement results in a lack-luster response to advanced threats
because of distinct goals and priorities for each unit. But a CFFC facilitates collaboration and allows the decision-makers from each unit to come together to
respond to a threat; and the entire security apparatus functions as one unified team with common goals and the same understanding of threats. Other
disciplines within an organization also have technology and analytics to detect suspicious or risky behavior within the data.

Connecting-the-Dots – Besides streamlining security operations, organizations also need to make the most out of the internal and external information
sources available to them. For example; Insider Fraud, External Fraud, Compliance and risk information, data from whatever region they operate in. CFFCs
allow organizations to connect the dots by collating and correlating threat information from diverse sources to gain insights into adversary tactics, techniques,
and procedures (TTPs). It allows security and fraud teams to proactively analyze threats, establish contextual links, and understand adversary behavior by
leveraging the relevant intelligence on a wide variety of threats.

Future-Proofing –To ensure a lasting defense against cyber and fraud threats, Security and Fraud teams need to eliminate manual and time-consuming
processes to prioritize the most critical threats. CFFCs allow organizations to harness the power of Threat Intelligence, Threat Response, Advanced
Orchestration, and Automation to stay ahead of increasingly sophisticated threats; and help realize collaboration, resiliency and threat visibility by providing a
comprehensive360 degree picture of the threat environment including malware, vulnerabilities, Fraud, Threat Intel, and threat actors.

Making Tools Talk to Each Other and Analytics work across the enterprise – The threat/fraud response process involves technical solutions and
advanced analytics, to help the security/fraud teams take actions to block and mitigate the threat. This process can get complex and time-consuming as most
organizations employ a variety of tools and analytic processes that are complex, siloed and expensive.. CFFCs address this complexity by leveraging
orchestration capabilities to fuse threat data from existing tools and establishes a single source of truth for information on all threats. It also helps to
communicate information and execute actions within and across different teams/regions and departments.
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INDUSTRY FUSION CENTERS
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More effective use of  Counter Fraud 
information - Cross 
Enterprise/Industry

More accurate decisions through 
better industry data management, 
alignment of analytics efforts with 
industry goals

More efficient internal business 
processes and collaboration.  Better 
intelligence and fact based  
decisions (Fraud prevention and 
detection)

Higher ROI from technology 
investments as Counter Fraud 
standards become widely accepted

Distribution of cost and expense to 
allow all carriers an analytic and 
investigative resource

1

2

3

4

5

From

Counter fraud/Cyber capabilities are cost prohibitive

Data for information- basic reporting capabilities

Single view of  known suspicious parties

Passive business model – Pay and chase 

No dedicated investigative capabilities

Limited Investigative Knowledge

Limited Counter Fraud/Cyber public exposure –
Lack of deterrence and public awareness

To

Counter Fraud Capabilities  aligned with revenue

Data added value-Advanced reporting capabilities

Holistic (cross-enterprise) view of all parties through same 
User Interface

Active business model – Identify early in lifecycle

Dedicated investigative capabilities 

Experienced Investigative knowledge transfer

Increased visibility of Industry 
Counter Fraud Capabilities
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HOW FUSION CENTERS WORK
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Data Pooling

Source #1 Data

Source #2 Data

Source #X Data

Analytics & Detection
Pooled data is processed, and 
analytics is performed on both 
the network and individual 
entity to identify suspicious 
activity based on fraud 
analytics

Alerts & Reports

Source #1 Alerts

Source #2 Alerts

Source #X Alerts

Alerts are passed 
to Dept’s or Orgs 

investigation 
teams on highly 

suspicious 
activity.

SIU/FIU/SOC 
can further 

investigate and  
determine 

whether fraud 
has taken place. 

Members receive intelligence and share across the Company or Industry, who may provide feedback on alerts which can then be used to adjust detection 
analytics in future.
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FRAUD ANALYTICS CAPABILITIES
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Bringing experiences, implementations and capabilities to life from across industries, through an understanding of
how monitoring and surveillance fits within the business

Surveillance
Tools

Investigations 
& Reporting

Employees

Governance,
Rules &
Standards

Clients

External Parties

People

Financial Crime

• KYC/CDD/EDD

• Transaction Monitoring

• Sanctions Screening

• Customer Risk Scoring

• Anti-Bribery and Corruption

Cyber Security

• Insider Data Leakage 

• Insider Threats 

• Social Engineering 

• Technology Infrastructure 

Conduct Risk

• eCommunications
• IM / Chat
• Audio/Voice/Video
• Expense Accounts / Procurement
• Training / Compliance Breaches
• Behavioral Profiling and Anomaly 

Detection

Trade / Transaction Surveillance

• Rogue Behavior

• Privileged User Risk

• Market Manipulation

• Collusion

• Transactional Anomalies

Control Room

• Outsider Business Interests

• Licenses and Registrations

• Large Holdings

• Conflicts Clearance

• Personal Account Trading

Third Party Vendors

• 3rd Party Access & Controls 

• Data Leakage 

• Subcontractor Risk

The evolving fraud analytics 
landscape focuses on 

analyzing disparate data 
points and gathering insight 

through their integration

Payments

• ACH, CHAPS, SEPA, Wire, Card, Check 

• Phishing

• E-mail compromise

• Lost/stolen card / credentials

• Chargeback/friendly

• Kiting, Embezzlement, Forgery
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Heightened incentives and pressures to “save job / company,” qualify for government aid, defer debt, preserve / generate income,
attract new customers, etc.

New opportunity is created through diluted 
segregation of duties and sudden changes that 

weaken controls and monitoring activities, negatively 
impact management oversight, and result in

management override
of control.

Individuals’ mindset under stress may more easily 
justify crossing ethical boundaries by committing 
fraud or participating
in misconduct.

HOW ATTITUDES AND RATIONALIZATION CONTRIBUTE TO FRAUD 
RISK – THE FRAUD TRIANGLE

26

Incentive / Pressure

The Fraud 
Triangle
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THE EVOLUTION OF THOUGHT
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Need/Greed Should I? Commit Fraud
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THE EVOLUTION OF THOUGHT
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Need/Greed Should I? Commit Fraud
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PERCEPTION OF DETECTION

29

Incentive 

The Fraud 
Triangle

Devise a Scheme

Will I get Caught NoYes

Commit FraudDon’t Commit Fraud
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“Will I Get Caught?”

FRAUD DETERRENCE

30

The #1 Internal Control that can be implemented in any company, regardless of size or complexity of 
operations is…

Increasing The Perception Of Detection

NOT

Increasing the Probability of Detection, or Increasing the Possibility of Detection
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FOUNDATIONAL PILLARS OF A ROBUST ENTERPRISE FRAUD 
MANAGEMENT PROGRAM

Program
Strategy

Governance

Data

Technology

Analytics

Operations

People

Establish a governance framework to manage the program in 
unison with a well-defined metric-driven risk appetite

Develop robust and complete set of skills for Fraud 
team, including data analysts and experienced 
investigators, with targeted training and skills 

enhancements 

Create end-to-end processes with clear metrics to manage 
investigation and maximize throughput and resolution

Develop analytic capabilities to move from reactive analysis to 
proactive prevention and detection of breaches & threat events; 

minimize false positives

Capture and link all relevant data sources to enable 
thorough audits of threat events and advanced analytic 

requirements

Enable program with hardware / software technology 
required to maximize efficiency and effectiveness of the 

analytics and resources deployed
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FRAUD MANAGEMENT PROGRAM – PILLARS & SOPHISTICATION

Technology

Data

Analytics

Operations

People

Governance

Basic / Rudimentary Market Leading

Program
Strategy

Governanc
e

Data

Technolog
y

Analytics

Operations

People

• Undefined risk appetite
• No defined fraud policies
• No clearly articulated 

governance structure

• Minimal fraud policy
• Some documentation but not 

consistent
• Risk appetite loosely defined

• Single owner for risk/fraud
• Documented roles and 

responsibilities
• Over-arching program 

strategy and policies in place

• Clearly defined risk appetite 
driven by metrics

• Defined structure for end-to-
end process

• Integrated into the business

• Skill deficiencies
• No formal training programs
• Lack of skilled and 

experienced investigators to 
conduct analysis 

• Ad hoc training and inability to 
track progress

• Lack of defined approach for 
communication

• Limited experience / skills

• Structured training regimen 
with strong tracking 

• All investigators have 
experience and are 
appropriately qualified

• Training curriculum in place    
for all employees

• Team includes data      
scientists, principal 
investigators,   analysts

• No processes integrated end-
to-end

• Limited root cause analysis 
undertaken

• No KPIs 

• Limited false positive analysis 
• Some processes integrated 
• Some KPI usage and tracking

• Integrated KPI Management / 
Dashboards

• Integrated Investigative Tools 
and Software

• End-to-end process defined

• Visualization (Dynamic 
Dashboards) Integrated

• Fully supported and     
integrated approach to 
continuous improvement

• No formal procedures for root-
cause analysis

• No KPIs Produced
• All queries and analysis are 

ad hoc

• Some structure to root cause 
analysis

• Basic reporting and KPIs
• Some rules in place 

• Data-driven rules developed 
constantly

• Some predictive models in 
use

• Anomaly detection

• Advanced analytics
• False positive testing
• Tuned Rules/Strategies
• Defined cost vs. benefit 

Strategies

• One-off case data
• Limited access to critical data 

for investigative purposes
• No data lab, data hub or fraud 

record exists

• Integrated data (all cases)
• Case database / fraud record
• Centralized threat event 

tracking
• Some access to critical data

• Analytic Data Record 
developed 

• Merged data from various
sources

• Robust data backup policies

• 3
rd

-party data leveraged
• Connected entities     

established 
• Market leading data        

security 

• Excel and SQL for case 
management and research

• No visualization or 
dashboards

• No pre-made reports

• More advanced tools (e.g., 
SAS) available for analysts

• Data stored in isolated DB(s)
• Case management solution

• Audit Trails retained and 
exportable

• Data warehouse for 
investigation & analytics

• Automated data      
warehousing

• Pilot new tools, controls, or 
analytics regularly
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EVOLUTION OF A FRAUD PREVENTION FRAMEWORK

Data Management

A
n

a
ly

ti
cs

B
re

ad
th

 (
M

o
n

it
o

ri
n

g
)

Case Management

Real-Time Decisions
One-Off Root Cause Testing

Enterprise View of 
Customer

Basic User Interface to Adjust Score 
Cuts 

Data Visualization UI

Basic Re-Active Protective Preventive

Business User Configurations

Text Mining Social Networking 

Data Governance

Feedback Loop for 
Continuous Improvements

Basic Database Searches

Automated Business Rule Optimization

Anomaly Detection

Basic Rules and Decision Trees 3rd Party Data Merges

Basic Data Security 

Limited Data Quality 
Validations

Batch Data  Processing

Real-Time Case Data Updates

One-Off Scoring & Risk 
Ranking

Negative Databases

Fuzzy Name Matching

Link-Analysis

General Data Mining

Enables Relationship Monitoring Across all Channels, Products & Accounts with Single Analytical 
Account View

Separated non-linked 
Database 

Non-Linear Predictive Modeling

Requires data extraction from 
multiple sources

Linear Predictive Modeling

Dynamic Data Visualization 
UI with Drill-Downs

Case Actions & Updates Batched to Host 
System

Peer-to-Peer KPIs

Excel & SQL Based Case Management & Assignments

Rapid Prototype Development
Product Level Behavior Monitoring

Monitor Account Behavior for Entire Channel

Multiple Product Monitoring
Linked Channel Monitoring

Multi Channel Monitoring

Account Type / Level Monitoring

User Interface to Case Data 
Layer

Geo-Location Data Views Basic Reporting Layer

Unable to develop Root-Cause 
Analysis

No KPIs

Monthly Case Data Updates to 
Host 

One-Off Case Data Updates

Isolated Database Storage

Case Actions Integrated with Enterprise 
System

Rule Changes Require IT Development

Users Adjust Basic Score Cuts & Segments

Users can Deploy New or Alter 
Fraud Models/Analytics

Users Create Views Based on Needs

Views Change Based on Risk 
Level & User

Configurable Alerts for High Risk 
Cases

Customized Work-Flows

Enables Relationship Monitoring Across Entity & 
Channel

Dynamic Root-Cause Testing

Batch Scoring & Risk Ranking

In-Line or Real-Time Scoring Dynamic Scoring & Risk 
Re-Ranking

Limited Excel Based Reports

Case Investigation Results Require updates to other systems

Alerts for Aged Cases

No Systemic Integration Between Users

Behavioral 
Analytics

False Positive 
Optimization

Ease Integration for New Tools & Data 
Testing

PCI
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AREA FOR 2023
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OVERVIEW OF KEY ACTIVITIES BY FOCUS AREAS (1/2)

Some of the key activities as examples that demonstrate the depth of a gap assessment by each of the focus areas.

• Processes and channels – Assess onboarding processes and channels for fraud exposures and mitigating controls

• Information collection – Assess fraud-relevant data collection - direct, indirect (e.g., screening), and incidental (e.g., device)

• Past incidents – Review recent fraud incidents related to potential onboarding control weaknesses.

• Tools and technology – Assess tools and technologies used throughout onboarding process for fraud prevention efficacy.

Onboarding

• Digital investigation processes – Assess protocols and tools used by our customers to identify, track and respond to external fraud threats

• Root cause analysis – Review processes to perform root cause analysis, monitor threat vectors, and categorize external fraud threats for referral to law enforcement

• Control design – Consider what controls are in place to detect account take over (ATO) and new account fraud, along with how the operating effectiveness of such controls
is evaluated (ex: customer recognition, transaction monitoring, link analysis, false positive ratio), the frequency of such review, and who conducts it.

Investigations & 
Detection

• Security tool coverage – Review deployment of malware detection and prevention tools across the environment.

• Update intervals – Assess malware definition versioning and update schedules.

• Behavioral effectiveness – Assess tool effectiveness at detecting fileless malware, e.g., live-off-the-land attacks.

• Reactivity – Review capabilities for sandboxing, isolation, or reactive intervention.

• Sources – Review completeness of malware definition sources.

• Data assessment - Review existing data sources and data elements currently used across various fraud management processes

• Assessment of analytical tools - Review inventory of models/tools/systems used in fraud risk prevention, detection & measurement processesIntelligence
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Malware & Detection
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OVERVIEW OF KEY ACTIVITIES BY FOCUS AREAS (2/2)

• Data and Typology Coverage - Review adequacy of coverage of data and AML typologies within the TM solution

• Productivity and Reporting - Evaluate productivity and reporting metrics and framework

• Policies, Procedures and Documentation - Evaluate adequacy of current state documentation, including policies and procedures

• Governance and Change Management - Evaluate efficacy and sustainability of governance processes and tools

• Alert Management and Alert Workflow - Assess alert workflow and management setup and configuration

Transaction 
Monitoring 
(TM) & Alert 
Management

• Review onboarding documentation and interview SMEs to understand the Bank’s onboarding process and staff capabilities. 

• Review any Bank-provided material with root cause analysis indicative of weakness(es) in the onboarding process. 

• Compare class leading capabilities to the Bank’s current onboarding process’s capabilities to detect fraud red flags and prevent fraudsters from establishing a banking relationship. 
Fraud Platform Gap 

Analysis

Operations & Support

ATO 
Analysis

36

• Evaluate Fraud Operations processes – Review key processes managed by Fraud Operations Team including alert management (see above), customer outreach
activities, case management / documentation, asset / loss recovery, investigations and MIS.

• LOB support – Identify and assess activities undertaken by lines of business ("first line") in support of Fraud Operations Team.
• Reporting – Review structural lines of communication, key performance metrics, reporting dashboards and typologies, and current cadence of communications to identify

potential reporting enhancements (team, management, executive leadership)

• Review existing documentation and conduct interviews to understand the current Account Take-Over (ATO) process.

• Discuss trends and monitoring routines as part of the overall Fraud Operations.

• Leverage best practices and industry standards for ATO prevention to support final analysis and recommendations.
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PROTIVITI COUNTER-FRAUD SOLUTIONS

Cross-Industry 
Coverage

1. Fraud 
Operations 

Services

2. Transformation 
Services

3. Data & 
Analytics 
Services

4. People & 
Organization 

Services

5. Assess & 
Assure Services

6. Respond & 
Remediate 
Services

7. Investigation 
Services

Financial Services
• File/ Alert processing 

associated with 
remediations, backlog 
clearance, BAU 
activities

• Quality Assurance 
management and 
execution

• Ongoing Risk analysis 
and risk analytics 
support

• Capacity modelling, 
planning and 
management

• MI & Metrics reporting 
and analysis

• Optimization 
diagnostics

• Fraud Risk 
Assessments

• Process re-engineering 
and automation, RPA, 
AI

• Data model and 
standards redesign and 
implementation

• Technology vendor 
assessment and 
systems 
implementations

• Location assessment 
and transition support 
and management

• Maturity Roadmaps

• Model development & 
testing

• Model Validation, 
tuning & optimization

• Scenario analysis & 
development

• Data mapping, lineage 
& transformation

• Data analytics 
methodology, 
techniques and tools 
assessment and 
deployment

• Fraud & Abuse 
Analytics

• Conduct Risk & 
Surveillance Analytics

• Ethical & Responsible 
AI

• Organizational model 
redesign and 
implementation, 
including job design

• Talent and competency 
assessment, 
competency 
model design and 
implementation

• Training 
curriculum/program 
design and 
implementation

• Change management 
(stakeholder analysis, 
change communication 
planning and execution, 
training 
development and 
execution) 

• Culture assessment, 
strategy development 
and execution

• Fraud policy & 
procedure assessments

• Program assessments
• Risk & control 

assessments
• Fraud program and 

procedure Audits
• Corrective Action Plan 

Validations 
• Fraud maturity 

assessments
• Fraud analytics 

assessments
• Data ethics & privacy 

compliance

• Incident and crisis 
response and 
management

• Disputes & Claims
• Regulatory/Examinatio

n planning and 
management

• Program remediation 
planning and execution

• Regulatory change 
planning, 
management, and 
execution

• Forensic investigations 
related to Fraud, 
AB&C, 
Ethics and employee 
conduct, Financial 
records, 
Data breaches, Claims 
& disputes

• Third Party Due 
Diligence reviews

• Business Intelligence 
Research

• Investigations-as-a-
service

Government & 
Public Sector

CPG&S

Manufacturing & 
Distribution

Tech / Media / 
Telecom

Healthcare
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